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DETAILED ACTION 

1 . This action is in response to the application filed on June 23, 2006. Claims 1-23 
were originally received for consideration. Per the received preliminary amendment, 
claims 24-27 were added. 

2. Claims 1-27 are currently pending consideration. 

Information Disclosure Statement 

3. An initialed and dated copy of Applicant's IDS form 1449, received on 9/19/2006, 
is attached to this Office action. 

Claim Objections 

4. Claim 4 is objected to because of the following informalities: 1 ) in the 5 th line of 
the claim, the term "breakdowning" is used. This should be corrected to read "breaking 
down." 2) in the 11 th line of the claim, the claim reads "parity of i.ing." This is unclear, 
and is assumed to be a typo. Appropriate correction is required. 

5. Claim 5 is objected to because of the following informalities: 1 ) in the 5 th line of 
the claim, the term "breakdowning" is used. This should be corrected to read "breaking 
down." Appropriate correction is required. 

6. Claim 3 is objected to because of the following informalities: 1 ) there is no 
period at the end of the claim. Appropriate correction is required. 



Application/Control Number: 10/584,511 
Art Unit: 2431 



Page 3 



Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

Claims 1-3, 16-18, and 21-23 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Kamperman (U.S. Patent 5,991,400). 

Regarding claim 1, Kamperman discloses: 

Access control method controlling access to a broadcast digital dataflow 
previously scrambled using an encryption key CW transmitted in encrypted form in an 
entitlement control message ECM also including at least one access control criterion 
CA, said numeric data possibly being recorded as such in a receiving terminal or 
decrypted during transfer, characterised in that the method includes the following steps: 

on transmission: 

generating an entitlement control message R-ECMc for recording the 
content of the flow as a function of a recording key KRc and at least one criterion CRR 
defining a right to record (column 5, lines 32-41 : ECM provides control words 
necessary to receive the signal and record it), 
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generating an entitlement control message P-ECMc controlling access to 
play back the content of the recorded flow as a function of a playback key KPc and at 
least one criterion CRP defining a right to play back (column 6, lines 15-24: ECM-R and 
control words decrypted to allow playback), and 
on reception 

analysing the message R-ECMc (column 5, lines 32-41 : ECM provides 
control words necessary to receive the signal and record /'f),and 

authorising the recording if the criterion CRR is verified, otherwise 
prohibiting recording (column 5, lines 32-41 : ECM provides control words necessary to 
receive the signal and record it), 

analysing the message P-ECMc back (column 6, lines 15-24: ECM-R and 
control words decrypted to allow playback), and 

authorising the playback if the criterion CRP is verified, otherwise prohibit 
the playback back (column 6, lines 15-24: ECM-R and control words decrypted to allow 
playback). 

Claim 2 is rejected as applied above in rejecting claim 1 . Furthermore, Kamperman 
discloses: 

Method set forth in claim 1, characterised in that the keys CW, KRc and KPc are 
encrypted by a first service key Ks (column 6, lines 10-24: wherein the keys and the 
control words are encrypted by one or more authorization keys). 
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Claim 3 is rejected as applied above in rejecting claim 1 . Furthermore, Kamperman 
discloses: 

Method set forth in claim 1, characterised in that the keys CW, KRc and KPc are 
encrypted by three different service keys, namely Kx, Ksr and Ksp respectively (column 
6, lines 1 0-24: wherein the keys and the control words are encrypted by one or more 
authorization keys). 

Regarding claim 16, Kamperman discloses: 

Access control system controlling access to a digital dataflow including a 
scrambling platform (2) including at least one generator of entitlement control messages 
ECM and at least one descrambiing receiver (4) provided with a security processor (14), 
characterized in that the scrambling platform (2) also includes: 

a generator of entitlement control messages R-ECMc when recording the content 
of the received flow and a generator of entitlement control messages P-ECMc when 
playing back the content of a recorded flow (column 5, lines 32-41 : ECM provides 
control words necessary to receive the signal and record it), and in that the 
descrambiing receiver (4), includes: 

means of recovering the ECM channel from P-ECM.sub.c, R-ECM.sub.c 
messages (column 6, lines 15-24: ECM-R and control words decrypted to allow 
playback), 

means of decrypting the content of a received flow to record it (column 6, lines 
31-46: descrambler descrambles the flow), and 
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means of decrypting the content of a recorded flow to play it back (column 6, 
lines 31 -46: descrambler descrambles the flow). 

Claim 17 is rejected as applied above in rejecting claim 16. Furthermore, Kamperman 
discloses: 

System set forth in claim 16, characterised in S that the descrambling receiver 
(4) also includes means of generating a local key Ki from attributes contained in the R- 
ECMc message and the identity of the receiving terminal to locally encrypt/decrypt the 
content of the received flow (column 6, lines 31-46: descrambler descrambles the flow). 

Regarding claim 18, Kamperman discloses: 

Scrambling platform (2) including at least one generator of entitlement 
control messages ECM controlling access to a dataflow broadcast in scrambled form, 
characterised in that it also includes a generator of entitlement control messages R- 
ECMc to control recording the content of a received (column 5, lines 32-41 : ECM 
provides control words necessary to receive the signal and record it) and a generator of 
entitlement control messages P-ECMc to control play back the content of a recorded 
flow (column 6, lines 15-24: ECM-R and control words decrypted to allow playback). 

Regarding claim 21, Kamperman discloses: 

Descrambling receiver (4) of a dataflow broadcast in scrambled form using a 
scrambling key CWi including a security processor including at least one key KRc 



Application/Control Number: 1 0/584,51 1 Page 7 

Art Unit: 2431 

intended to descramble record entitlement control messages R-ECMc and at least one 
key KPc intended to descramble the play back entitlement control messages P- 
ECM.sub.O, receiver characterised in that it includes: 

means of recovering the ECM channel from P-ECMc messages, and R-ECMc 
messages from the signal attached to the service broadcasting the content (column 6, 
lines 1 5-24: ECM-R and control words decrypted to allow playback), 

means of decrypting messages R-ECM c using the record key KRc to verify the 
right to record the content of a received flow it (column 6, lines 31-46: descrambler 
descrambles the flow), 

means of decrypting messages P-ECMc using the key KPc to verify the right to 
play back the content of a recorded flow it (column 6, lines 31-46: descrambler 
descrambles the flow). 

Claim 22 is rejected as applied above in rejecting claim 21 . Furthermore, Kamperman 
discloses: 

Receiver set forth in claim 21 , characterized in that it also includes means of 
generating a local key Kl from attributes contained in the receiver identity message R- 
ECM and locally decrypt the content of the received flow it (column 6, lines 31-46: 
descrambler descrambles the flow). 

Claim 23 is rejected as applied above in rejecting claim 21 . Furthermore, Kamperman 
discloses: 
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Receiver set forth in claim 21 , characterised in that the security processor is a 
smart card (column 2, lines 40-41 : security device is a smart card). 

Allowable Subject Matter 

Claims 4-15, 19-20, and 24-27 are objected to as being dependent upon a 
rejected base claim, but would be allowable if rewritten in independent form including all 
of the limitations of the base claim and any intervening claims. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to KAVEH ABRISHAMKAR whose telephone number is 
(571 )272-3786. The examiner can normally be reached on Monday thru Friday 8-5. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Kaveh Abrishamkar/ 
Primary Examiner, Art Unit 2431 

IK. A./ 
02/20/2009 

Primary Examiner, Art Unit 2431 



